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m How to deal with electronic games

> Electronic games Advantages:
1- Having a lot of fun to play with friends.

2- Promoting critical and creative thinking.
3- Encourage teamwork.

» Electronic games disadvantages:

|
| | |
1. Physical dangers 2. Psychological dangers 3.Security dangers

1. Physical dangers

Playing too often can affect your sleep cycle.

Keep you stimulated and prevent from falling asleep.
It can cause eye strain and headaches.
It can cause back problems because you stay hunched over while playing.

Also a danger of gaining weight due to not exercising or eating properly
while playing.

2. Psychological dangers

You may become anxious and depressed because:
- You feel lonely in the real world

Or -You are being bullied online.

Electronic games make some people aggressive, as
some games promote violence.

It can prevent some players from thinking rationally when facing situations.

It can negatively affect your relationship with family and friends.

3. Security dangers

Multiplayer games, can put your security at risk.
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If you share too much personal information, strangers may be able to access
your name, email, phone number, and address.

Large gaming communities are filled with cyberbullies.

Hackers can cause your information to be leaked and viruses are easily spread.

Responsible gaming

» You can limit the dangers you are exposed to by:

¢ Only playing games and chatting with people

you know and trust.

e Not using personal information in your

username and passwords.

¢ Not using a webcam.

e Accept limits that your parents set to prevent

unhealthy gaming habits.

e Don't replace real-life activities like spending
time with your family, meeting friends,
homework, maintaining a healthy diet, getting

enough exercise or sleep.

¢ When you do encounter dangers, tell your parents. They will help you by

family discussions and increased supervision.
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It is irresponsible to leave your devices at risk by not taking proper safety
precautions.

Different ways to protect your devices from theft:

1. Passwords

Passwords are the most secure with at least 8 characters

of letters, numbers, and symbols.

2. Multi-factor authentication (MFA) —_ _J

MFA requires at least two ways of identifying yourself, through passwords, pins, and
security codes or personal questions.

3. Fingerprint authentication

This type of authentication will scan your finger

as a way of confirming it's you.

4. Facial recognition

ﬁ

Only the user’s face can be used to open their devices or devices’ apps. ‘

Facial recognition software will scan your face using your device’s camera.

5. Full Encryption

Encryption protects your information so only you can
access it on your device, as you have set your password.

» Companies in particular need to protect their websites and their customers’
information.

Egypt has introduced the Data Protection Law to protect its citizens.

The Data Protection Law requires companies to use strict security stands to
protect their data.

They must report immediately if they've been victims of data theft, and let their
customers know immediately.

v' It's important for individuals to report data theft.

If you think your data has been compromised, tell a parent or trusted adult,
they can let the proper authorities know.

Tell family and friends you communicate with online.
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Cyber security

» You have learned a lot about online safety precautions and strategies. Here is

00

a brief recap.
- Use safe web browsers
- Install anti-virus protection on your devices.
- Only allow friends and family to view your

social media.

- Use strong passwords and change them
every three months.

- Verify websites that you frequent are real, safe, and age appropriate

- Verify information you find to make sure it is accurate.

- Don’'t communicate with people you don't know or who make you feel
uncomfortable.

Don't share personal information online.
- These precautions are all examples of cyber security. These protect

electronic devices and personal data from attacks.

Types of cyber security threats

1. Malware

Malware === IS the greatest cyber security threat.
No matter how cautious you are, you

may still get tricked.

Scareware: is a type of malware that pretends to be a
virus alert.

Scareware tells you to click on the link to help remove it, but the link is actually
the virus!

Mobile malware is also problematic and unsecured Wi-Fi, for example, can open

you up to malware threats.
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2. Spoofing:
e Cyber criminals pretend to be a business, or a known person, in order to trick

you to provide your information, or click on unsafe links.

If you click on unsafe links, you are in danger of:
1- Having your information compromised
2- Money stolen
3- Viruses installed on your devices.
- Examples of spoofing:
1- A fake domain pretending to be a business
2- A fake email account that has the name of a trusted service.

3- Personal acquaintances of yours.

How to deal with cyber security threats

Stay calm, but take a swift action.

Let your contacts know right away so

they avoid opening anything suspicious.
This way you can protect those you

know from the same cyber threat.

Use anti-virus software to do a sweep of
your computer and remove any viruses.
Confirm your security settings are up-to-date.
Change your passwords - your device password, email, social media, etc.

It is best to change all your passwords, even if you think you have only been

hacked on one particular account.

Report the threat to a trusted adult. They can decide if further action is
necessary, such as reporting it to an internet service provider, or getting the
authorities involved.

Creating a personal online safety plan can prepare you for potential future
issues. These can include how you will protect your personal devices and

information from cyber criminals.
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€ " November Questions Bank

choose the correct Answer

......................... is the way only the user's face can be used to open their
devices or devices' apps.

Facial recognition . Install new
@ software @ Feronaiduestions @ software
Egypt introduced ............. Law to protect its citizens’ data.

@ Data Protection @ Data encryption @ Data recognition
........................... is a type of authentication which will scan your thumb as a
way of confirming it's you.

Fingerprint : A Multi Factor
@ Authentication @ Faclalkecognition @ Authentication

MFA is abbreviation of ....................

Multi-feature Multi-factor Multi-function
Identification authentication Application

Some games promote violence, so this can make some people ................

@ friendly @ aggressive @ calm

Electronic games can help promote ........ccccceceun.

@ Critical thinking @ creative thinking @ bothaandb

Electronic games, can be a lot of fun, but there can be problems playing
these games like ....................

@ cyber bullying @ critical thinking @ having fun
One of psychological dangers of electronic games is...............cccuu...

® © OO0 @ 6

: straining your affecting your
@ feeling lonely @ eyes @ sleep cycle
One of the physical dangers of electronic games is..................
3 straining your s
@ feeling lonely @ eyes @ stealing data
There are several disadvantages of electronic games like security dangers
® AN smnnauniindn .
3 psychological
@ physical dangers @ dangers @ bothaandb
@ One of the psychological dangers of electronic games is...........cccceunu...
@ being depressed @ eye strain @ hackers attack
sl flole et 7
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Playing online games too much can cause eye ..................

@ relax @ strength @ strain

Strong password contain at least .................. characters.

@ two @ three @ eight

.......................... will scan your face using your device's camera

® @

@

@ Est%e;g :ii:attion @ Pins @ Facial Recognition
If you think your data has been compromised, you should tell .................
@ hacker @ a parent @ cyber bullies
From advantages of electronic games encouraging ...........ccc.....
@ @ cyberbullies @ teamwork @ violence
Facial recognition scans your face using your device’s .................... to
confirm your identity.

@ scanner @ printer @ . camera

........................ can cause your information to be leaked, and viruses are
easily spread

Friends @ Hackers @ Cyberbullies
.............. requires at least two ways of identifying yourself.

(@ MFA (®) PIN (©) Password

\When creating password, you should use random .....................

® © ®

numbers and
@ letters symbols @ bothaandb
From the ways of .............. , Pins, passwords, and personal questions

(@ Oss (®) MFA (©) GPs

Large gaming communities are filled with .......................

@ data protection @ cyberbullies @ information
Some electronic games promote violence to some and this is considered as

@ ......... dangers.

® ®

@ Psychological @ Security @ Physical
Electronic games can strain your .............. and cause headaches.

@ hand @ arm @ eyes

Hackers can cause your information to be.............. and viruses are easily
@ spread.

@ protected @ leaked @ secured

®

aoo Joy auuia JUA go ColyLiaUlg lySaall e Jgianll psidas
[ Ft iy ."a1ou 3goas /1 - jugioll" dadw JUA o gl QR Code ]

L4


https://ktabyeg.com

@)

®O® © @

ICT

Primary 6 - first term

............... is from the security dangers of electronic games.
Allow unknown

: ! Anxiety and
@ Gain weight @ ﬁ:tr)npzelz ;c:j a:;:;isl your @ depression
Companies must tell their .................. immediately, if they've been victims of
data theft.
@ hackers @ customers @ parents
Playing electronic games too much can affect your .................. cycle.
@ life @ sleep @ energy
Hackers can steal your information, and .................... can easily spread.
@ viruses @ books @ images
MFA requires at least....................... ways of identifying yourself.

@ two @ three @ four

............................ is the greatest cyber security threat.

@ Spoofing @ Malware @ Antivirus
\When dealing with the internet you should use strong passwords and

change them eVey el smmome.. Sl
@ three months @ ten months @ one year

Use a/an ............ to do a sweep of your computer and remove any viruses

@ word @ spoofing @ anti-virus

To protect your computer from cyber security threats, ..............ccoueeee

_ change passwords
@ use anti-virus @ every certain periods @ both aand b
If you click on unsafe links, you are in ..........ccccceuu... of having your
information compromised.
@ danger @ safety @ protection
.......................... is a type of malware that pretends to be a virus alert.
@ Browser @ Scareware @ Spoofing

............................ the cyber security threat to a trusted aduit.

@ Report @ Don't tell @ Install

Cyber criminals pretend to be a business is an example of ..........ccceeeeiinne.

@ malware @ scareware @ spoofing
To deal with cyber security threats, stay calm, but take a .........................

action.

@ swift @ wrong
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Data protection is important for individuals only. ()
It is not important for companies to protect their data. ( )
Egypt established the Data Protection Law to protect its citizens’ )
data.

Fingerprint Authentication is a type of authentication will scan ( )
your finger as a way of confirming it’'s you.

Electronic games can relax your eyes and cause headaches. ( )
Facial Recognition will scan your face using your device's camera. [ 4.1
Some electronic games promote violence. STl
There are no dangers while playing electronic games. ( )
You may become anxious and depressed because you are being B

®
@
®
@
®
®
®
@
0,
@
®
9
@®
@
29
@
@
@

bullied online.
Feeling lonely from physical dangers of playing electronic games.

Use a webcam to limit the dangers of electronic games.

Never accept limits that your parents set to prevent unhealthy
gaming habits.

( )
Playing too often can help your sleep cycle. ( A
( )
( )

Multi-Factor Authentication requires one way of identifying ()
yourself.

There are several disadvantages of electronic games like security ( )
dangers.

MFA stands for Multi-Factor Authentication. ( )
Companies must report immediately if they've been victims ofdata [ )
theft.

MFA can confirm your identity through pins and personal ( )
questions.

Full Encryption protects your information so everyone can accessit ( )
on their device.

Gaining weight is one of electronic games dangers. ( )
Electronic games can be fun, but they impact health. (. 3
You can protect your devices from theft by setting a weak )
password.

Strong passwords must contain three characters. ( )
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If you think your data has been compromised, you shouldn't tell a ( )
parent or trusted adult.

Fingerprint Authentication is a way only the user’s face can be ( )
used to open their devices or devices’ apps.

You should play a lot of electronic games to fall asleep quickly. ( )
Electronic games can stretch your back. =)

Electronic games may keep you stimulated and prevent you from ( )
falling asleep.

Multiplayer games can put your security at risk. (7~}

It is irresponsible to leave your devices at risk by not taking proper [ )
safety precautions.

To limit the dangers of electronic games, use personal information [ )
in username.

Do not communicate with people you don't know or who make ( )
you feel uncomfortable.

Use any application to do a sweep of your computer and remove ( )
any viruses.

From the ways of protecting your device from threats is to install ( )
anti-virus protection

It's a good idea to change all your passwords, even if you thinkyou ( )
only have one account that's been hacked.

It is not important that you report the threats to a trusted adult. [~

Mobile malware is problematic. ( )

Full encryption works on protecting your information so yourethe ( )
only one who will have access to it.

Using weak passwords and making it fixed is one of the safety )
precautions when dealing with the internet.
From the safety strategies is verifying the websites that you ( )

frequent are real, safe, and age appropriate.
Verifying information you find to make sure it is accurateisoneof [ )
the safety precautions when dealing with the internet.

You should install anti-virus to protect your devices.
It is safe to communicate with unknown people online.

You should insure that security setting is up-to-date.

Anxiety and depression are considered from the psychological
dangers of over usage of electronic games .

If you faced a danger while playing electronic games ask your ( )
parents for help.
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gw:w |
@ Eye strain and backbend problem are considered from security ( )
dangers of over usage of electronic games.
Fingerprint authentication is done by scanning your face using ( )
camera.
Tell your parents or a trusted adult when you face a data theft. ( )
@ Passwords that consist of random numbers and symbols of eight )
length or more is the most secure password .
@ Data protection law requires companies to use strict security ( )

standards and principles .
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choose the correct Answer

......................... is the way only the user's face can be used to open their
devices or devices' apps.

Facial recognition ; Install new
@ software @ Feronaiduestions @ software
@ Egypt introduced ............. Law to protect its citizens’ data.

@ Data Protection @ Data encryption @ Data recognition
........................... is a type of authentication which will scan your thumb as a
way of confirming it's you.
Fingerprint : A Multi Factor
Authentication @ Faclalkecognition @ Authentication

MFA is abbreviation of ....................

Multi-feature Multi-factor Multi-function

Identification authentication Application
Some games promote violence, so this can make some people. ................
@ friendly @ aggressive @ calm

Electronic games can help promote ........ccccceceun.

@ Critical thinking @ creative thinking @ bothaandb

Electronic games, can be a lot of fun, but there can be problems playing
these games like ....................

@ cyber bullying @ critical thinking @ having fun
One of psychological dangers of electronic games is...............cccuu...

: straining your affecting your
@ leging lonely @ eyes @ sleep cycle

One of the physical dangers of electronic games is..................

@ feeling lonely sétr:;nmg S @ stealing data

There are several disadvantages of electronic games like security dangers
QN S osimnnslymmiiths ,

3 psychological
@ physical dangers @ dangers @ both aand b
One of the psychological dangers of electronic games is...........cccccuuu...
@ being depressed @ eye strain @ hackers attack
e 000 iy ()
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Playing online games too much can cause eye ..................

@ relax @ strength @ strain

Strong password contain at least .................. characters.

@ two @ three @ eight

.......................... will scan your face using your device's camera

® @

@

@ ESS_]EJE :ii:attion @ Pins @ Facial Recognition
If you think your data has been compromised, you should tell .................
@ hacker @ a parent @ cyber bullies
From advantages of electronic games encouraging ...........ccc.....
@ @ cyberbullies @ teamwork @ violence
Facial recognition scans your face using your device’s .................... to
confirm your identity.

@ scanner ® printer @ . camera

........................ can cause your information to be leaked, and viruses are
easily spread

Friends @ Hackers @ Cyberbullies
.............. requires at least two ways of identifying yourself.

@ MFA @ PIN @ Password

\When creating password, you should use random .....................

® © ®

numbers and
@ letters symbols @ bothaand b
From the ways of .............. , Pins, passwords, and personal questions

(@ oOss (® MFA (©) GPs

Large gaming communities are filled with .......................

@ data protection @ cyberbullies @ information
Some electronic games promote violence to some and this is considered as

@ ......... dangers.

® ®

@ Psychological @ Security @ Physical
Electronic games can strain your .............. and cause headaches.

@ @ hand @ arm @ eyes
Hackers can cause your information to be.............. and viruses are easily

@ spread.

(@ protected (®) leaked (©) secured
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............... is from the security dangers of electronic games.
Allow unknown

@ Gain weight @ people to access your @ AnXIEty.and
name and e-mail depression
Companies must tell their .................. immediately, if they've been victims of
data theft.
@ hackers @ customers @ parents
Playing electronic games too much can affect your .................. cycle.
@ life @ sleep @ energy
Hackers can steal your information, and .................... can easily spread.
@ viruses @ books @ images
MFA requires at least....................... ways of identifying yourself.

@ two @ three @ four

............................ is the greatest cyber security threat.

@ Spoofing @ Malware @ Antivirus
\When dealing with the internet you should use strong passwords and
change them eVey el smmome.. Sl

@ three months @ ten months @ one year

Use a/an ............ to do a sweep of your computer and remove any viruses

@ word @ spoofing @ anti-virus

To protect your computer from cyber security threats, ..............ccoueeee

_ change passwords
@ use anti-virus @ every certain periods @ bothaand b
If you click on unsafe links, you are in ..........ccccceuu... of having your
information compromised.
@ danger @ safety @ protection
.......................... is a type of malware that pretends to be a virus alert.
@ Browser @ Scareware @ Spoofing
............................ the cyber security threat to a trusted aduit.
@ Report @ Don't tell @ Install
Cyber criminals pretend to be a business is an example of ..........ccceeeeiinne.
@ malware @ scareware @ spoofing

To deal with cyber security threats, stay calm, but take a .........................
action.

@ swift @ wrong
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Data protection is important for individuals only.

It is not important for companies to protect their data.

Egypt established the Data Protection Law to protect its citizens’
data.

Fingerprint Authentication is a type of authentication will scan
your finger as a way of confirming it’'s you.

Electronic games can relax your eyes and cause headaches.

Facial Recognition will scan your face using your device's camera.

Some electronic games promote violence.

There are no dangers while playing electronic games.

You may become anxious and depressed because you are being
bullied online.

Feeling lonely from physical dangers of playing electronic games.
Playing too often can help your sleep cycle.

Use a webcam to limit the dangers of electronic games.

Never accept limits that your parents set to prevent unhealthy
gaming habits.

Multi-Factor Authentication requires one way of identifying
yourself.

There are several disadvantages of electronic games like security
dangers.

MFA stands for Multi-Factor Authentication.

Companies must report immediately if they've been victims of data

theft.
MFA can confirm your identity through pins and personal
questions.

Full Encryption protects your information so everyone can access it -

on their device.
Gaining weight is one of electronic games dangers.

Electronic games can be fun, but they impact health.

You can protect your devices from theft by setting a weak
password.

Strong passwords must contain three characters.
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If you think your data has been compromised, you shouldn't tell a
parent or trusted adult.

Fingerprint Authentication is a way only the user's face can be
used to open their devices or devices’ apps.

You should play a lot of electronic games to fall asleep quickly.

Electronic games can stretch your back.

P 4
D 4
&
§ x &
Electronic games may keep you stimulated and prevent you from v
falling asleep. '
Multiplayer games can put your security at risk. v
v

It is irresponsible to leave your devices at risk by not taking proper
safety precautions.

To limit the dangers of electronic games, use personal information 3
inusername.
Do not communicate with people you don't know or who make v
you feel uncomfortable. o
Use any application to do a sweep of your computer and remove %

any viruses.
From the ways of protecting your device from threats is to install v
anti-virus protection
It's a good idea to change all your passwords, even if you think you
only have one account that's been hacked.

*

It is not important that you report the threats to a trusted adult.

Mobile malware is problematic.

v
Full encryption works on protecting your information so you're the v
only one who will have access to it. '
Using weak passwords and making it fixed is one of the safety ®
precautions when dealing with the internet.
From the safety strategies is verifying the websites that you 4
frequent are real, safe, and age appropriate.
Verifying information you find to make sure it is accurate is one of v
the safety precautions when dealing with the internet.

v

You should install anti-virus to protect your devices.

®OOOPMOEOOEOOOE®OE®®ERIGORR® ®

It is safe to communicate with unknown people online. x
You should insure that security setting is up-to-date. /
Anxiety and depression are considered from the psychological v
dangers of over usage of electronic games . '
If you faced a danger while playing electronic games ask your v
parents for help.
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Eye strain and backbend problem are considered from security %
dangers of over usage of electronic games.
Fingerprint authentication is done by scanning your face using %
camera.
Tell your parents or a trusted adult when you face a data theft. w/
Passwords that consist of random numbers and symbols of eight v
length or more is the most secure password . =

Data protection law requires companies to use strict security v

standards and principles .
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